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Agenda

Digital Learning Updates
Cvbersecurity
Emergency Connectivity Fund, E-Rate, and ACP

Important Reminders and Other Information

Suggested participants
for this call:

Chief Technology Officers

Information Technology Staff

E-Rate Coordinators
Privacy Coordinators
Digital or Virtual Learning Staff



#

Digital Learning Updates




L

LACUE Annuatl Conference Call for Proposals and
Registration

LACUE

The 2023 LACUE Annual Conference will be held November 28-30 in New Orleans.

The call for proposals is now open. Proposals to present must be submitted by
.~ September 22. Accepted proposals will be notified by October 13.

Registration is also open . Early bird pricing ends on October 27.
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https://s3.goeshow.com/lacue/annual/2023/call_for_proposals.cfm
https://www.lacue.org/Main/Main/Annual-Conference/Participant-Info/Participant-Registration.aspx?hkey=b07510b2-9cf7-4015-a64e-2e59e2a4c2ff

Cybersecurity Awareness and Digital Citizenship
Resources

~ Cybersecurity Awareness Month and Digital Citizenship Week
- The month of October is Cybersecurity Awareness Month and October 16-22. The Department is

- releasing a suite of resources to support teachers in students in this initiative. Resources will be

available on the Digital Learning web page in the upcoming weeks.

Please contact digitallearning@|a.gov with questions.



http://bit.ly/ldoedigitallearning
mailto:digitallearning@la.gov

Technology Readiness (TRT) Data Request

e All school systems are asked to submit their Technology Readiness Data by &%
November 15th.

o Enter the device data and network data on one form. |
o Enter the device data for all schools in your school system on a separate row ég,_
under School System Device Data. Add additional rows by clicking the “+Add |

Row” button.

Please contact edtech@Ia.gov with any questions.



http://bit.ly/2023trt
mailto:edtech@la.gov

Cybersecurity




Security Contacts

Based on recent events it is even more important that we at the State
have the correct information for all security contacts at all school
systems. This includes:

* Name

* Title

* Work Phone
* Work Email

e Cell Phone Number

Please update your LEA’s contact information here if you have not
already done so.



https://docs.google.com/forms/d/e/1FAIpQLSfQzQ5htDFkL2VFWQ36ttTMYz4Mgy_PnEt_8l0YNdaUaIppvw/viewform?usp=sf_link

Cyber Insurance for K-12 Webinar

MS-ISAC is hosting a webinar series: Navigating Cyber Insurance for K-12 "

Part 1: A Comprehensive Starting Guide - Monday, September 18th from 1PM to 2PM

This session will cover the benefits of cyber insurance, different policy types, an overview of policy triggers,
and how to successfully apply for coverage.

Part 2: Achieving Optimal Coverage & Lower Premiums - Monday, October 16th from 1PM - 2PM

Presentation will cover how to secure the best price, distinguish between essential and optional security
controls. Provide overview of essential cybersecurity requirements, including multi-factor authentication
(MFA), endpoint detection and response (EDR), data handling and privacy protocols.

R
Register: ¥

https://cisevents.webex.com/webappng/sites/cisevents/webinar/webinarSeries/register/34dbf98ale7d437 ©
Dae31588f63e64e56 =



https://cisevents.webex.com/webappng/sites/cisevents/webinar/webinarSeries/register/34dbf98a1e7d4370ae31588f63e64e56
https://cisevents.webex.com/webappng/sites/cisevents/webinar/webinarSeries/register/34dbf98a1e7d4370ae31588f63e64e56

Cyber Advisories

CIS Advisories:

The advisories below are currently being exploited in the wild. Please apply appropriate updates provided by the software and/or
system vendor.

MS-ISAC Advisory # 2023-106:_ A Vulnerability in Mozilla Products Could Allow for Arbitrary Code Execution

MS-ISAC Advisory # 2023-104: Multiple Vulnerabilities in Google Chrome Could Allow for Arbitrary Code Execution
MS-ISAC Advisory # 2023-105: Multiple Vulnerabilities in Adobe Products Could Allow for Arbitrary Code Execution

MS-ISAC Advisory # 2023-101: A Vulnerability in Cisco Adaptive Security Appliance (ASA) Software and Cisco Firepower Threat

Defense (FTD) Software Could Allow for Unauthorized Access

MS-ISAC Advisory # 2023-100: UPDATED — Multiple Vulnerabilities in Apple Products Could Allow for Arbitrary Code Execution

A complete list of all Advisories available here.



https://www.cisecurity.org/advisory/a-vulnerability-in-mozilla-products-could-allow-for-arbitrary-code-execution_2023-106
https://www.cisecurity.org/advisory/critical-patches-issued-for-microsoft-products-september-12-2023_2023-104
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-adobe-products-could-allow-for-arbitrary-code-execution_2023-105
https://www.cisecurity.org/advisory/a-vulnerability-in-cisco-adaptive-security-appliance-asa-software-and-cisco-firepower-threat-defense-ftd-software-could-allow-for-unauthorized-access_2023-101
https://www.cisecurity.org/advisory/a-vulnerability-in-cisco-adaptive-security-appliance-asa-software-and-cisco-firepower-threat-defense-ftd-software-could-allow-for-unauthorized-access_2023-101
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-apple-products-could-allow-for-arbitrary-code-execution_2023-100
https://www.cisecurity.org/advisory
mailto:edtech@la.gov
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Senate Approves Anna Gomez as Fifth FCC Commissioner

On Sept. 7, the U.S. Senate officially confirmed the appointment of Anna Gomez as the fifth FCC
Commissioner to a position that has been open for two years. Ms. Gomez is a
telecommunications attorney who had previously worked at the FCC, had served in private
practice, and is currently a communication policy advisor at the U.S. State Department.




ECF for 2021-2023 Window 3 Applicants

USAC has processed $550 million in post-commitment funding reductions. This reduction should
permit funding of all remaining Window 3 applicants, regardless of discount rate. It will also
permit the FCC to approve waivers for certain late-filed ECF applications




E-Rate Systems Consolidation Transition Dates

USAC is consolidating its E-Rate SL Legacy systems into the E-Rate Productivity Center (EPC). All
E-Rate invoicing related forms — the FCC Forms 472 (Billed Entity Applicant Reimbursement
(BEAR)), 473 (Service Provider Annual Certification (SPAC)), and 474 (Service Provider Invoice
(SP1) and (eSPI1)) — will be moved into EPC as part of this consolidation effort. System cutover from
the SL Legacy systems into EPC is expected to occur between October 30, 2023 and November 7,
2023.

Access to EPC will be unavailable for all users between October 30, 2023 at 7:30 p.m. and
November 7, 2023.

Be sure to request an invoice deadline extension if you believe you will not meet the deadline, or
if your current invoice filing deadline date is between October 30, 2023 and November 7, 2023.

Believes



E-Rate Systems Consolidation Transition Dates

The last day you can submit an invoice in the SL Legacy systems is October 30, 2023, at 6:30
b 5]

Invoices for Funding Year (FY) 2016 and later that are submitted in SL Legacy systems before
October 30, 2023, and not paid by the cutover date will be migrated into EPC by USAC.
Invoices for FY2015 and earlier submitted in SL Legacy systems before October 30, 2023, will
continue to be processed in the SL Legacy systems.

You must submit FY2016 and later invoices in EPC beginning on November 7, 2023.

For FY2015 and earlier, users will need to create a customer service case in EPC and attach a
fillable FCC Form 472 or 474 to process a new request for reimbursement for FY2015 and
earlier funding years. USAC will provide the links to the forms and instructions on its website
in the coming weeks.

After the E-Rate systems consolidation is completed, the first disbursements from
EPC-processed requests for reimbursement are expected to be on November 9, 2023.

Believes



E-Rate e-Learning Modules (eLMs)

Toal it

To support the transition from SL Legacy systems to EPC, USAC is also rolling out e-Learning
modules (eLMs) for applicants and service providers so they can learn how to submit E-Rate

invoices (FCC Forms 472/BEAR and 474/SPI) using EPC when the system consolidation is complete.

The eLMs will be available October 3, 2023 on the E-Rate Videos page.

To support the eLMs and to answer questions applicants and service providers may have while
learning about the new E-Rate invoicing process using EPC, USAC has also scheduled upcoming
Office Hours sessions. Visit the Webinars page to register for one of the sessions below.

 Applicant Session 1 - Oct. 11, 2023, 1 p.m. - 2 p.m. CST
 Applicant Session 2 - Oct. 18, 2023, 1 p.m. - 2 p.m. CST
* Applicant Session 3 - Oct. 25, 2023, 1 p.m. - 2 p.m. CST
* Applicant Session 4 - Nov. 8, 2023, 1 p.m. - 2 p.m. CST

 Applicant Session 5 - Nov. 15, 2023, 1 p.m. - 2 p.m. CST
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https://urldefense.com/v3/__https://click.outreach.usac.org/?qs=1a6ec858adc9fba524711d208104d182fc9bfa8ce63cfbb481196cc65c6f042d76686fc98d3d712169449b0604397c1c14cd737022971438__;!!CCC_mTA!5fUn4djCop0d9xzsG5GuJLqURH8CqpVt0pdU4MzuSPZNpB9ajwyRDOXvBVESWiyw7SSs3yq40sg3hlcGdXKCdg$
https://urldefense.com/v3/__https://click.outreach.usac.org/?qs=1a6ec858adc9fba5eb73e850cf54ada4a04b2d313f7ed5d9a91962a14035dfae3b4d37f397fb5d394454d4bc32ce78a113c9d4b79cdb9e23__;!!CCC_mTA!5fUn4djCop0d9xzsG5GuJLqURH8CqpVt0pdU4MzuSPZNpB9ajwyRDOXvBVESWiyw7SSs3yq40sg3hldt-7bvog$

E-Rate Systems Consolidation Webinars

E-Rate Systems Consolidation: Kick-off - Tues., Sept. 26, from 1 p.m. to 2 p.m. CST
Learn about USAC’s consolidation of E-Rate Invoicing capabilities from SL Legacy systems into the

E-Rate Productivity Center (EPC) and how invoicing will be performed in EPC after the consolidation.
Click here to register.

E-Rate Systems Consolidation Training Overview - Wed., Oct. 4, 2023 from 12 p.m. to 1 p.m. CST
Learn about the different ways USAC is supporting the move from SL Legacy systems to EPC with live

training sessions, self-paced learning modules, “office hour” question and answer sessions, videos,
and website content. Click here to register.

- ERSE


https://urldefense.com/v3/__https://click.outreach.usac.org/?qs=b3073da8e4ab49c9b53362883e29c07d22b4a9df724b9102e0d38a971976eb56fdc39eeb4e463bd5166ed423ab268b75a9853f5685930245__;!!CCC_mTA!5fUn4djCop0d9xzsG5GuJLqURH8CqpVt0pdU4MzuSPZNpB9ajwyRDOXvBVESWiyw7SSs3yq40sg3hlf77EC0qg$
https://urldefense.com/v3/__https://click.outreach.usac.org/?qs=b3073da8e4ab49c9e1b1f807b16307f4a957c1fc5c7e71e61bf61744e7c729c0d0905b374ccf24e039c26b86566138fe63da1f36fc2d84b6__;!!CCC_mTA!5fUn4djCop0d9xzsG5GuJLqURH8CqpVt0pdU4MzuSPZNpB9ajwyRDOXvBVESWiyw7SSs3yq40sg3hlcRT215pA$

E-Rate Upcoming Deadlines

September 25 - Due date for comments on the FCC’s Further Notice of Proposed Rulemaking portion
of (ECC 23-56) regarding additional rule changes to simplify E-rate. Reply comments are due
October 23rd.

September 25 - Due date for comments on the FCC’s Notice of Proposed Rulemaking (FCC 23-65) on
cybersecurity labeling for internet devices.

October 2 - Last day to receive service or to submit a Service Delivery Deadline request for FY 2022
non-recurring services. (Note: September 30th, the normal Service Delivery Deadline, falls on a
Saturday this year.)

October 24 - Nominations are due for six positions, including one school representative, on the
USAC Board of Directors (see DA 23-753).

October 30 - E-rate invoice deadline for FY 2022 recurring services. (Note: October 28th, the normal
invoice deadline, falls on a Saturday this year.)



https://docs.fcc.gov/public/attachments/FCC-23-56A1.pdf
https://docs.fcc.gov/public/attachments/FCC-23-65A1.pdf
https://docs.fcc.gov/public/attachments/DA-23-753A1.pdf

E-Rate Upcoming Deadlines

October 30 - ECF invoice deadline for most Window 1 and Window 2 committed FRNs with service
delivery deadlines of June 30, 2023. For details on other upcoming invoice deadlines, see USAC’s
Emergency Connectivity Fund Invoice Deadline Tool.

October 30 - The first Form 486 deadline for FY 2023, for FCDLs issued on or before July 1st (i.e.,
Waves 1-9).




Reminders and Other Information
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023 Education Technology

Webinar and Office Hours

Slides from each meeting will be posted on the Educational Technology Leaders website.

Louisiana Believes website.

Atgtst16;2023
September 14, 2023

October 12, 2023

November 9, 2023
December 14, 2023

January 11, 2024

T
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Monthly Call Dates

February 8, 2024

March 14, 2024
April 11, 2024
May 9, 2024
June - LACUE

July - No meeting

Recordings are available on request. A complete calendar of LDOE events can be found on the

Time: 9:00 AM - 10:00 AM
https://ldoe.zoom.us/j/5752232
Webinar Link 28?pwd=NDNINO1SS3cORk4wV?2

5aNkZhTEc27z09

Phone Number

1-301-715-8592

Meeting ID

Meeting ID: 575 223 228
Password: 2020-202!



https://ldoe.zoom.us/j/575223228?pwd=NDNlN01SS3c0Rk4wV25aNkZhTEc2Zz09
https://ldoe.zoom.us/j/575223228?pwd=NDNlN01SS3c0Rk4wV25aNkZhTEc2Zz09
https://ldoe.zoom.us/j/575223228?pwd=NDNlN01SS3c0Rk4wV25aNkZhTEc2Zz09
https://www.louisianabelieves.com/academics/educational-technology-leaders
https://www.louisianabelieves.com/resources/school-system-support-calendar

Technology Contacts

For cybersecurity and funding information, please update your contacts as soon as !
possible. We will be reaching out individually to school systems that have not

confirmed.
Submit this form to update contact information.

Contact digitallearning@|a.gov with questions.



https://docs.google.com/forms/d/e/1FAIpQLSfQzQ5htDFkL2VFWQ36ttTMYz4Mgy_PnEt_8l0YNdaUaIppvw/viewform?usp=sf_link
mailto:digitallearning@la.gov

Thank you for joining today’s call.

Schedules, access links, and information for the Department’s webinars can be found in the LDOE Weekly
Newsletter and LDOE School System Support Calendar.

Helpful Links Support Toolboxes
e A+PEL PD for Educators e Teacher
e LACUE e System
e Louisiana Believes Homepage ° Wp—al' OEEARTMENT of
School Improvement Librar ° OUnselor 2
¢ 2 ~2raty e Education Technology Staff EDUCATION

louisiana Believes



https://www.louisianabelieves.com/newsroom/newsletters
https://www.louisianabelieves.com/newsroom/newsletters
https://louisianabelieves.com/resources/school-system-support-calendartoolbox-resources/school-system-support-calendar.pdf?sfvrsn=3b1d8d1f_249
https://louisianabelieves.com/
https://www.louisianabelieves.com/resources/classroom-support/teacher-support-toolbox
https://www.louisianabelieves.com/resources/classroom-support/school-system-support-toolbox
https://www.louisianabelieves.com/resources/classroom-support/principal-support-toolbox
https://www.louisianabelieves.com/resources/classroom-support/counselor-support-toolbox
https://louisianabelieves.com/measuringresults/digital-schools
https://apel.teachable.com/
https://www.lacue.org
https://louisianabelieves.com/
https://louisianabelieves.com/resources/library/school-improvement

Reminders




BESE Tuition Program for Teachers

The BESE Tuition Program for Teachers provides tuition funding for selected classroom teachers to
enroll in courses at regionally accredited colleges or universities in Louisiana. Online applications

~ for Educators page.

~ For questions about the BESE Tuition Program for Teachers, visit the Frequently Asked Questions
. page or contact believeandprepare@Ia.gov.



https://www.louisianabelieves.com/teaching/continuing-education-opportunities-for-educators
https://www.louisianabelieves.com/teaching/continuing-education-opportunities-for-educators
https://www.louisianabelieves.com/teaching/continuing-education-opportunities-for-educators
https://www.louisianabelieves.com/docs/default-source/teaching/btpt-frequently-asked-questions.pdf?sfvrsn=2
https://www.louisianabelieves.com/docs/default-source/teaching/btpt-frequently-asked-questions.pdf?sfvrsn=2
mailto:believeandprepare@la.gov

EdTech Adoption and Evaluation

e The U.S. Office of Educational Technology has released its EdTech Evidence Toolkit
Resource, which includes four Evidence One-Pagers

o Office of Educational Technology: Using Evidence to Support EdTech adoption

in schools

In addition, EdSurge has provided information on evaluating edtech effectiveness
® |n this 2023-2024 school year, the department will continue to provide support to
school systems looking to evaluate their edtech adoption strategy.

Contact digitallearning@Ia.gov with questions.



https://tech.ed.gov/evidence
https://tech.ed.gov/evidence
https://www.edsurge.com/news/2023-05-02-why-it-s-imperative-that-edtech-providers-prove-their-products-work
mailto:digitallearning@la.gov

New Al Information Being Released

: In May, The U.S. Department of Education’s Office of Education Technology released a publications

on Artificial Intelligence and the Future of Teaching and Learning and Al and the Future of
Teaching and Learning: Engaging Educators
A * The new policy report stresses the essential role of knowledge dissemination, educator B
: engagement, and the enhancement of technological strategies and policies for the £
incorporation of Al in education. Bk,

* |t portrays Al as a swiftly evolving suite of technologies adept at identifying data patterns f:,i;~
and executing automated tasks.

* Furthermore, it assists educators in discerning the potential of these up-and-coming &
technologies in promoting educational objectives, while also assessing and mitigating T
prominent risks. )

- This will not be a policy guide on if schools should include or ban Al but information to assist :{'
- school systems on understanding the Al landscape to inform future policies. "
3
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https://tech.ed.gov/ai-future-of-teaching-and-learning/
https://medium.com/ai-and-the-future-of-teaching-and-learning/ai-and-the-future-of-teaching-and-learning-engaging-educators-141e90c5e29f
https://medium.com/ai-and-the-future-of-teaching-and-learning/ai-and-the-future-of-teaching-and-learning-engaging-educators-141e90c5e29f

